ATAKH YEPE3 JIAHII0KKHU
OCTABOK (A4/IIT)

ITPHMYIIEHHA /10 KIBEPCTIHKOCTI
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B4 PA3U

3pocna KinbKicTb atak A4YJIl 3a niacymkmn 2021 poky
nopiBHAHO 3 2020 pokom

‘ [Hani: ENISA THREAT LANDSCAPE FOR SUPPLY CHAIN

ATTACKS July 2021



HAL|OHANTbHWIM IHCTUTYT
CTPATETYHWMX OOCNIOXKEHD
NATIONAL INSTITUTE NISS
FOR STRATEGIC STUDIES

62%

KibepaTak CTanocb BHACMiAOK AOBIpU CNOXKMBaYiB A0 NOCTaYaIbHUKIB

50%

AuJ1 6yno peanizoBaHo aobpe 3HaHMMK APT rpynamu

‘ [Hani: ENISA THREAT LANDSCAPE FOR SUPPLY CHAIN

ATTACKS July 2021
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Haii6isbm Bigomi A4JIIT 2020 - 2021

.

© SUNBURST / SOLARWINDS (2020)

YpaxkeHo 250 aep>xaBHUX YCTaHOB Ta TUCAYi OpraHisauii. ATaka He
6yna noMiyeHa npoTarom nispoky. xepeno atakm — APT “Cozy Bear”

> KASEYA (2021)

Moctpaxxaano 1500 opraHizauin. Xakepu 3anpocunu Bukyn 'y 70
MAH.gonn. KoMnaHia 3anepedye BunnaTty BUKyny. [kepeno atakm —
APT REvil

o AMITAL DATA (2020)

ATtakoBaHo 6n1m13bko 40 knieHTiB Amital Data ski BigHOCATBCS A0
KJTIOYOBMX JIOMiICTUYHMX KOMMaHiKn I3painto. Komnaii 3asBunm npo
Kpaaikky iHdbopMadii. [kepeno atakm — TOYHO He BiOMO.

© CODECOV (2021)

KoMnaHisi — nocTavyanbHUK pilleHb 4514 Yrpas/liHHA Ta ayauTy KOAiB.
Binblwe 20k knieHTiB. ATaka He Byna noMivyeHa aekinbka Micsauis.
[>xepeno atakn He BU3HAUYEHO



HAL|OHANTbHWIM IHCTUTYT
CTPATETYHWMX OOCNIOXKEHD
NATIONAL INSTITUTE NISS
FOR STRATEGIC STUDIES

‘ I1lo B2Ke HaMaralThbCAa
POOGHUTH NIPOBiAHI AepKaBU?
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3araJjibHI MigAX0Au A0 NPOTUAILL

© Bumoru go nocrayanbHUKIB

® “HynboBa gosipa”

® binbLue 06i3HaHOCTI
KopucTyBadiB (KibepririeHa)

® CepTudikauis

® KibepcTpaxyBaHHS

© O6MiH iHopMaLi€eto



€sponencbkum Coros

® [MoTpibHa cninbHa BiANOBIAb

© [Nnbwa MixkBigoMYa Ta
Mi>kaep>kaBHa Koonepaduist /
KOOpAWHaLis

© CtBOpeHHs CninbHOro
Kibepnigpo3ainy €C (Joint Cyber
Unit — JCU)

© CepTudikauis

® KibepcTpaxyBaHHS

* *
S
, enisa

HALIOHAIbHWM IHCTHUTYT
CTPATETYHWMX OOCNIOXKEHD
NATIONAL INSTITUTE NISS
FOR STRATEGIC STUDIES

PEAN UNION AGENCY
F BERSECURITY

ENISA THREAT
LANDSCAPE FOR
SUPPLY CHAIN
ATTACKS

JULY 2021
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Cnouydeni lllITaTn AMepuKH

© Yka3 lNpe3ngeHTta CLUA woao BAOCKOHANEHHS
HauioHanbHOI Kibepbesnekn (TpaseHb 2021)
+ SBOM

© NIST «YnpaBniHHS Kibep pu3nMkamu
NaHUIOXKIB NOCTaBOK>»

© [lonituka Zero Trust («HyNbOBOI AOBipK») Ta

NIST

National Institute of
Standards and Technology

Executive Order on Improving the

NIST «ApxiTekTypa HyNnboBOI AoBipn» (SP Nation’s Cybersecurity
800-207 Zero Trust Architecture)»
© AyanTW AOTPUMAHHA CTaHAAPTIB b vy i e et b oo

© QepepasnbHa CTpaTeria WoAo 3anpoBagKeHHS
ZTA y depepanbHux Bigomcteax CLLA



- HIC ]1 aloHAT A CTIDT
v N [SS
Besinko6puTaHin

© [MipBnweHHs 06i3HaHOCTI 3 60Ky
HauioHanbHOro UeHTpy 3 Kibepbesneku
koponiscTtBa (NCSC)

© «KepiBHi NpMHUMNK WOA0 ybe3neyeHHS
naHutorie nocrasok» (2018)

© «[TpnHUMnKN NObyaoBK apXiTeKTYpU
HY/1b0BOI AoBipun» (Zero trust architecture
design principles 1.0)

© BUMBUYNTU NUTAHHSA AOOLINbHOCTI |
HeobxigHOCTI nepexoay Ao ZTA

4222 |National Gyber
27| Security Centre
a part of GCHQ
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‘ Y nomykax yKpalHCbKOI1 BiANOBiAl
Ha IJ1I06aJIbHY PO06JIeMy
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H_l O MU B2Ke p (0 6 UMO ? LJ? TIPE3H/IEHT YKPATHI

VKA3 TTPE3U/IEHTA YKPATHU Ne447/2021

[Ipo pimenns Pagn vamionansHO1 Ge3nekn i 0bopoHE YKpaidu Bix 14

® H arl OL‘l aTKy LLJ14 Xy . tpaBHs 2021 poky "[Ipo Crparerito kibepbesnexu Ykpainu"
KiGepCTINKICTb 9K CTpaTEriyHnm
KO H Ll‘e rIT Bigmosiauo ao eratri 107 KoxeruTynii Ypainu mocTaHoB/AIO:

1. ¥BecrH B giwo pimenna Pagn saniosansnoi Gesmexu i obopoxn YKpainu Bif 14 TpaBHA 2021

@ Ca H KLl'i m H i CI-I M CKM ﬂ K i H CT pYM e HT poxy "TIpo Crparerito kibepbesnexn Ykpainu" (1o1aeThes).

2. Bareepautu Crpareriio kibepbeanexkn Ykpainu (jogaetses).
© BnpoBagxeHHA NIST CSF uepes
MeToanyHi pekoMeHaauii ”

O BM3HaTM np06neMy Ha piBHi LEPXABHA CNYXBA CMELIANBHOTO 3B’A3KY
KOHLIENTYaNbHUX JOKYMEHTIB

TA 3AXUCTY IHOOPMALIT YKPATHM

Mpo Cayx6y  Mocnyru

Hakas Apmitictpauii [lepxcneuae’ssky sin 06 xostHs 2021 poky N° 601 lNpo 3ateepaxeHHs MeTtoauuHux pekoMeHpauin
LWOAO NiABMLLEHHS PiBHS Kibep3axucTy KpUTUYHOT iHpopMauiiHOT iHppacTpyKTypH
N Pexomena JopmaTvesi axTy 3 KiBepsax | 21102021 08:59
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[Ilo Mu MoOXxeMo 11e 3poouTu?

© Yu roroBi MU? OuiHKa CTaHy rOTOBHOCTI
nepea A4/ Ta “BnBYeHux ypokis” NotPetya

© ApanTtauyis «MeHemKMEHTY pU3MKiB
noB’a3aHoro i3 3abe3nevyeHHs 6e3neku
NaHUIOXKY noctaBok» NIST

© MoniTuka “HyNbLOBOI AOBIpU” — OLIHNTH
MOXX/IMBOCTI peani3auil

© PexkomMmeHpaauii 4ns nep>XaBHUX YCTaHOB Ta
NpUBaTHUX opraHi3auiv woao AdJlr

© KibepcTpaxyBaHHs Ta cepTudikaulin
(rapmoHizoBaHo 3 €C)

© [locunutn KOHCyAbTauii 3 MiXKHApOAHNMU
napTHepamu
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/ldKy1o 3a yBary!

JAmurpo /{yooB

JI.IIOJIIT.H., C.H.C.

3aBigyBa4 Bigainy ingopmaniiiHol 0e3neku Ta KidepoOe3neku
HanmioHaJabHUM IHCTUTYT CTPATEriyHMX J0CTiIKEHD



